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- B
- BEREER
® THUOERKRI—EKE
e aws~NDTIERFIR
e nas~NDT I RHIR
e saas~NDT7 I RHFIR
@D FSEVIHRE

o firewallZXE

cloud & saasZ% EFEER

+ AWSERE
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https://developers.cloudflare.com/learning-paths/replace-vpn/get-started/
o IHEKRAY IR Y2 O0—FK: Cloudflare One Client

e https://developers.cloudflare.com/cloudflare-one/team-and-resources/devices/cloudflare-one-
client/download/

. FBEAEIEATH 2 O—K :windows, mac,linux,ios,android
o IRAMY—/\EEfF: S EIE. B ttraspberry pi5

e https://developers.cloudflare.com/cloudflare-one/networks/connectors/cloudflare-tunnel/configure-
tunnels/tunnel-availability/system-requirements/#recommendations

BE

e BEAURS

Ll Cloudflare
H—/N\

Cloudflare one
Agent(954F7 k)

BAMEL.
firewall T &f
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* https://developers.cloudflare.com/cloudflare-one/team-and-resources/devices/cloudflare-one-client/

* Cloudflare OneZ%E
e https://developers.cloudflare.com/learning-paths/replace-vpn/connect-devices/install-agent/

« IRDEHFEEATY Y O—F

* iphonefjl wsa J—
* Cloudflare one agent&x4 o >O—F ) =
o TSAN—R)O— FAE
« F—L%: "HLTRELELOZEASN %ﬁ;gﬂag‘
o A—ITRLR . EBENBFLIZA—ILTRLAIEDL i e S
. A LEER B S6HAN =
‘ EQE%T ERRRRF S VPNIASR SetEE
- B e
> > TN A VPN

° X%’”‘\j—éfi (-j- V// a7 f;lf)u-dﬂefe Zero Trust
* Iphone>E&XE >vpn THIERTEET .

Cloudflare

Zero Trust Pi Ifaddr

o VPN Rk % EH0...

EEED

DN$ 2TV eEFhBIL—hRREINT
WET.
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* https://developers.cloudflare.com/learning-paths/replace-vpn/build-policies/

-7

kS AR (ztna)YERR

TVBIZT I ERAR)O—E&E

« RYRIT=OBXUVTT)DRIEI—1ERE FEF

* Zero trust dashboard>access control>application

« ER

2. Skyrise130804@ya...

Qverview

Insights & Logs

Team & Resources
Application library
Devices

Users

I Metworks
Overview

Tunnels & Mesh
Reutes

Resolvers & Proxies
Access controls

Overview

Palicies

MCP Portals  Beta

Targets

Quick search... ctrl 4+ K

Back to Skyrise130804@ya...

[E Applications documentation

© Applications

Protect your Self-Hosted, SaaS, and Private applic:
policies. Only users who match your policies can ac
applications.

ions with Zero Trust

ss your configured

Secure your applications

Protect your internal and SaaS applications behind a layer of Zero Trust policies. Each ay

cation type has its own requirements

Self-hosted prerequisites
@ » Create your first Access policy (recommended)
» Add your website to Cloudflare to add a public hostname
+ Know the value of your private IP or private hostname

SaaS$ prerequisites
« Obtain your Entity ID URL
« Obtain your application's SAML endpoint

+ Configure an identity provider (recommended)

Private network prereguisites
@ * Know the value of your Destination IP or SNI
» Create a tunnel and install cloudfiared

Infrastructure prerequisites
» Know the value of your infrastructure’s P
« Add atarget and confirm it trusts the Cloudflare SSH CA
* Create a tunnel and install the Cloudflare One Client to connect to your targets

Add an application

+ Create new application

@ Support &

q
Add an application x

Select an application type to get started

Self-hosted and private Saas applications Infrastructure Bookmarks

Applications only avaitable for your users

Provide secure access to internal for your users. Self-hosted applications use 15 to apply seeurity policies to traffic in a default-
deny, Zero Trust model. Destinations can be publicly bl private routed via Cloudflare Tunnel, or Cloudflare Workers

serverless applications.

Private destinations = Warkers Pu

DNS  Service auth

Example configuration

Sources 3 .

i Destinations 2
Policies 1

Cloudflare One Client

WAN sites

Isolated browser

10128.20.225

myapp.internal

Security_policy

Cancel
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* https://developers.cloudflare.com/learning-paths/replace-vpn/build-policies/
* https://developers.cloudflare.com/cloudflare-one/access-controls/applications/http-apps/saas-apps/aws-

SS0O-Saas/
« TIVBIZTORAR)—ERE

o RYRT=IBLUVTT)DOIRYET—DERE E R

* Zero trust dashboard>access control>application

. PIVIER
o RAFE :BEE :saas~DT IR HIRE
s AwsERZE. small
»  Aws>IAM Identity Center> identity sourceZE5 . 4} &Bid provider>{Turl,acs urlZatE —
*  Entryid:F{Turl, acs url:acs urlZ3aE A SAML Metadata endpointZatE—L THIT S Y TRIE. access_saml_metadata.xm| CRE
o awsfll~xmIZ7(ILEFTYTA—KLET
+ cloudfarefll{ 7O ERRYS—RELTET

B, Skyrise130804@ya... © Support &

L > PATUTAT1Y/=ZERE
Y—E2TONAE— QAR T—R Quick ssarch. e+ K = =
REWREELT 0 7OATH - BEL $T, =) Apphcat[ons (7 Applications documentation  [EERIEEST B HIET T
TRAR Y IPus BA Back to Skyrise130804@ya... Prot S, and Private applications with Zero Trust palicies. Only users who mateh your policies can access
Overview
' Filters
Insights & Logs
st hass
Oveiew  Appleatonname  Dastations ipe
1AM Identity Canter BT% URL
0 he 1 s Dashbaard: ]
Oigtalexperanco —
Legs
192.168.1.28/32:8080 main - Zina_acess i
s Team & Resources
D FanA ¥ —DRAEF—%
B 73T ST SAML X Fr R ERHLET, MRS || () eesasimiea: 0 ewsszenis SNGRG
Ac I
Overview o 20 1
Applications
Palicies
idP 158 URL
IdP IERR N
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* https://developers.cloudflare.com/learning-paths/replace-vpn/build-policies/

« DnsiR!)S—ERTE
o RASUTREIZENTD, —BEHIZERETES
* Traffic policy>firewall5% 3E
+ dns7R1)S—iEN
e KAA> :yahoo, block

EEE?\L?\j_-XI\ 4B, Skyrise130804@ya... @ Logs DNS query logs @ Support

* Log>dns |ngﬁ€§ﬁ o gm0 DNS query logs  Retnnto o ogs

. Back 10 Skyrise130B04@ya...
Review DNS queries inspected by Gateway, (TRl i Showing

Overview

+ Add filter © Last24hours ~  Limit:50 -« Fields: 7 Selected
Insights & Logs
Overview ®Alow3315  ®Biock21 o Override 0 Bypass 0
Dashboards K
=) - - -
Team & Resources Y [ o500 0 0D
v Time Query Action Query ID Policy name Email Device name
Access controls » | 2026/8/9 13:53:17 googleads.g.doubleclick. .. ALLOW 1732b22¢b5ab45h39d1.. -~ 3k 0.  iPhone
Traffic policies
> | 2026/8/9 13:53:17 edgel2.g.yimg. o ALLOW 3175ac37d56848536F3.. - sk 0. iPhene
Ovarview
ik > | 2026/8/9 13:53:17 ib. adnxs.com ALLOY 5f052722chfl46dla36. -;k. . |n, iPhone
Resolver palicios  New » | 2026/8/9 13:53:17 ib. sinl.geoadnxs. com ALLOW 50B205F60d6a4oThof2.. - sk o iPhone
Egress policies
> | 2026/8/% 13:63:17 ib.sinl.geaadnxs. com ALLOW 0035cf61480F4de0abl. - s 0. iPhone
Traffic settings
Cloud & Saas findings > | 2026/8/9 13:53:17 mtalk.google.com ALLOW Beo7673365264877897.. sk . iPhone
R EeN eality > | 2026/8/9 13:53:17 mtalk.google. con ALLOW ObfS9BLF17e84efFB32. - sk 6. iPhone
Data loss prevention
» | 2026/8/9 13:53:17 ww.google . com ALLOW 24af093da7 714526072,  -- sk 0. iPhone
Browser isolation i
Reussbie comporents » | 2026/8/9 13:53:17 wii.google.co.jp ALLOW Te34bd5165¥84085824.. - sk 0. iPhone
Integrations.
» | 2026/8/9 13:53:17 Wi, google, co. 3o ALLOW £83002420924487848.. - * 0. 1Phone
O
> | 2026/8/9 13:53:17 wii.google . co. ip ALLOK abbdsTiced3ssbfedis. - sk 0. iPhone
[ > | 2026/8/9 13:53:17 cksync.yahoo.co.ip BLOCK c504f31fc22b4923ae8..  yahoo block 3kyrisel30804@yshoo.. :iPhcn;
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* https://developers.cloudflare.com/cloudflare-one/cloud-and-saas-findings/

Spectrum Technology

kS AR (ztna)YERR

* cloud & saasDHBEEIRLGEEZRBETESLHY—)L
* cloudi%E

AWSDERTE
Integration>cloud & saas: 1B/
AWSZE1R

AWSO) IAM (:N ;::::SLMESI;

T

F-4 i 7 @ Integrations dd

Resalvers

Access contrals

Overview

B, Skyreanangys..

Ovarviaw
Traffic policies
R

Service providers

ntegrations | Compute accounts

@ Integrations

e and moritor the stetus of your exising integrations

ntegration name

cloudf_aws

Appiication Usesby Status Createn

= s

Applications % Anthropic

@ Support &
Peicien
ppe—— M
| Targets B Atlassian Bitbucket

Access setings "
% Atlassian Confluence
Traffic policies

Cloud & Saas findings.

s © Acive Ao 70, 2026 + 090 A . i O Github

Pastura Findings

Content Findings.

il Y G Google Workspace
% Dataloss prevention

Browser isolation =J= Microsoft

Reusable components

Integrations:

Cloud & Saas & salesforce

Identity providers
Service providers ™

@7 Slack
Webhooks.

i Seftings

casa

case

cASE

casa

cASE + Emall

casa

case

aus

©]

Confirm your SaaS account's permissions before adding your application.

Free users get 2 integrations. Upgrade to integrate more. Contact sales to learn more

AWS

Dropbox

Goagle Cloud Platform

Atlassian Jira

OpenAl

ServiceNow

case

case

case

cAsE

case

case

casa
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X TEMERR

* https://developers.cloudflare.com/cloudflare-one/cloud-and-saas-findings/

e cloud & saas®

]

* cloudzx

o AWSDERTE

S~

SRBETRRTESDHY—I

* Integration>cloud & saas: B0

o AWSHEIEIR

o AWSDIAMIZERE A REBYTIERTEET .

« ET

Tunnels & Mesh
Routes

Resolvars & Proxies
Access controls
Overview
Applications

Policies

MCP Portals  esta
Targets

Service credentials
Acooss sotlings
Traffic palicies

Cloud & Saas findings
Overview

Posture Findings

Content Findings

Email security

2. Skyrise30804@ya.. > A

Canfirm your Saas accounts parmissions before adding your application.

Free users get 2 integrations. Upgrade to integrate more. Contact sales to learn more

o Name integration

2  Create an IAM role using console
3 Add permissions
4 Entercreated role ARN

5 Enterthe chosen external ID

Name integratig

Choose a name that is easy to remember. This Is how your intes

Integration name

e 1AM 3 > Cloudflare_DSPM_Auditor

Identity and Access
Management (IAM)

DBFE

| Qi

Hysn
v FUEAER

a=jL

U=

1AM 2—f—

1AM A=t =2 L=

1D FOA ¥

v FOEALF-F
Access Analyzer

Y25

FREAOFIEA

JY=22% hO—.

[EEPPE
1AM Identity Center (2

AWS Organizations |

<

Cloudflare_DSPM_Auditor ws

trRE ARN
August 10, 2026, 10:07 (UTC+09:00) 15 arvaw

BROPIFIETT Kty s 3 0
© 3 B 1580

L] {EEMR 2y RETIEABR

BAR & — (2) mu

Fue—% @ a | BT

B Cloudflars DSP

&

> HAIDRA EECATVETEA)

v CloudTrail 7~ MCESWTHEY o —%ER

SOOI DFIRATITIETLRIVTHLVTY 9—£
BEINEY—E AL T ALEENL, FUS—EEELET.

BETBMICEERS—SRYSTA FIBDEHA,

L OSPM_Auditor [T https:/fsignie = =mssan

turayERDET

ditar_S3 ARER—A 25>

AWS BB - 2 T

Y =LTO-LEADBABLHOY ST

roleMames=t
165

©@ Gzav—re Y (nr ) (Fazen + )

v 1 @
v TRUFEARINTATC v
0

1

Ve—@BAARRALPER, COO-NAGT Ly FHEICED £ T AWS & CloudTrall 14> EfEHIL T,
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AARSARMztna) B HE

@. AwaiR—K HE

* https://dash.cloudflare.com/login
ps: . . 8
O DA ~
e X ’f’\ v bzero trustDdashboard ™~
t > — > —
Y - — = * t AN r~ >
s Tzt L BT EVITL 7~
AP, Skyriscl30804@ya.. © Suppart 3
et - Overview | Discaver 13 Cloudflare One documentation
- Back to Skyrise130804@ya...
Sk : * Ask Al s
= sofill W Sk e @) Cloudflare One
‘ sers, networks, agents, and dsta with Zero Trust securty. Ses sccount health and actionabi + the past seven days
Qverdey Damains » Workers > Recents
S Insights & Logs
Turms
Overview @ Add 1 domiin 2 Shin something now Networking / Tun Toam & Resources
Natwarking
7 Networks
Access controls
Your deployment Accass control | Traffic flow B Account detalls
Lﬂei’ﬂb’l’i . . Traffic policies ‘=am domain
g/ Dsnaty ot & 5 g masal308.cioudflareaccess.com 0 &
© Domains
Manage account / Billing B bl .
Observe masal308 cloudfiarcascess.com O &
Data loss prevention
5 o
[ Investigate Wanage account | Members et o Users 1 et Allow emais 2026331 1 equest Davice enroliment  raqusst 2 .
BaBce2203c776576c0287ed ca345853
o Analytics Reusable components
—— Intsgrations
Analytics £ Last 24 hours
% Compute sellings
Al ek requ Workes iwocations
S 0 SAsE uaffc broakdoun Connected users

Data transter segmentes by internet

fhvete networks: Users connecting via Applications o device el

© Media

@ internet & Frivate ® Device Cliant only & Applications only @ Baih
Protect & connect
ot enough data

1 Application security

T Networking

{ Delivery & performance Workers errors Cache hit rate

Aug agz  Augd  Augd  AmS Augs  Aug? o Aug ¥
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FS X (ztna) &

1Ll

* https://dash.cloudflare.com/login

« TAR—U M Szero trust@ddashboard ™~
» Team & resource: T/\f R, 1—%

2 S b

Quick search trl + K
. Back to Skyrise130804@ya...

Overview

Insights & Logs.

Team & Resources

Application library

Users

Netwarks

Access controls

Trafile policies
- Cloud & Saas findings
< Emall security

Data loss prevention
Browser isolation
Reusable components
Integrations

Settings

Your devices | De

ce profiies  Management

2 Devices

Monitor posture and avaiiabiity of davice

enrolled in your Zera Trust organization.

Active reglstrations 3 Last active user emall Lastac

iPhone 1 sy .cojp  Default

Showing 1-1

perpage: 25

@ Support &

¥ Devices documentation

¥ Filters

Client version

1124 August 7, 2026 » D155 PM

F Sk @ya...

Quick search... ctrl + K

Back to Skyrise130804@ya...

Overview

Insights & Logs

Team & Resources

Application library

Devices

Networks

Access controls

Cloud & Saas findings

Email security

Data loss prevention

222 Users

View your users' identity, devices, activities and revoke acti

ve sessions

User name Email ©

sk pug0804 skyr 100.€0.jp

1-1  Items per page: 20

Seat usage

Active

@ Support &
[H User logs documentation =1 8 ilei]

¥ Filters

Last login

August 7, 2026 = 10:40 AM

Tof 1page
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5.

O.BEMNL)E—FNTE
.

©

5 X ztna) F| FH 451

4 ot
ZR%

Cloudflare one

Agent(V54T7 k)

s BEMJE—IT7I/ERLZRIZHA. #RVATAIZEEZERIZTIEX
s BA—YMSIK EDVRTLIZTICATERBN R —EHRTETED, HEHMIZCHLLSHR
« VPNIZLEERL TR EIZT IR (vpn)L—2ZFDHEF3 A ELY)
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5. A5 XM ztna) F| F 5

Q.AEWIFIDZEF A
- B
PhiiS . o TERAUES
ifi orBE
Cloudflare one Cloudflare
Agent(V54 T k) 3

« B
« RRWIFIBREITFA, 13—V REFAEZBICRDEEGTEN T
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LAY —DERY—)L &

). ZeekiFE
* https://zeek.org/

* https://docs.zeek.org/en/current/install.html

« F—=TUY—ZADEHEF YN T—01F 1) T 18 1R (NSM: Network Security Monitoring) 7
L—LD—IB LU\ YMETY—ILTT , 2TV IZFEEGRL. BEHRLET , ZeeklXimEK
DAEBRALGEIIBEMLEEA BELOLVEEASINTOVELIVDFERLET,

o I7E . MSDdefenderlEE(Z, ImKRICSH T AR ERALGEZRIILET ,

o SEIE., zeekMLDIFHZLEIZ. LTDOFIETERRLET,

« Zeek - alloy(YREE) - Loki ({RTE) - Grafana(R7R)

il

Grafana

AI on Grafana loki Grdfand
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@. grafana
* https://grafana.com/ja/
* https://grafana.com/docs/grafana/latest/visualizations/dashboards/use-dashboards/

o

* axX A&
L E
BIEHTE
EGR
+ Dashboards>conn.time: &R Lok, refreshd 5 EIRTE BFfH
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. Grafana® (A

 https://grafana.com/docs/grafana/latest/fundamentals/dashboards-overview/
« Fx7~Dashboards:BRIZEE#t CTEBELI=2 D, HRAAT A XA EE
e Conn:conn.logZ#7 571k : S EVIBERSI, B —E X 7R—F. ip addrtable,weird
Dns:dns.logZ% 571k : dns query, record
File:file.log& % 571t :file sourceZq: &
http : http.logZ % 571t : http status,ip addr
Ssl:ssl.logZ% 571k : server,version,target
Time zeek: B AIN S EY D
e ConnZFE=AZ9 Lok

Dashboards

88 conn

82 dns
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2. Grafana conn
* https://grafana.com/docs/grafana/latest/fundamentals/dashboards-overview/

« & RDashboards:BEIZ¥E#t TEELI=L D, hREATA X4 AT EE
e Conn:conn.logZ#7 571k : S EVIBERSI, B —E X 7R—F. ip addrtable,weird
Dns:dns.logZ% 571k : dns query, record
File:file.log& % 571t :file sourceZq: &
http : http.logZ % 571t : http status,ip addr
Ssl:ssl.logZ% 571k : server,version,target
* Time zeek:FfEIAIN S EV S
e ConnZFE=Z9 1(Xok
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(. Contact points

Spectrum Technology

HY—)L Z3

https://grafana.com/docs/grafana/latest/alerting/configure-notifications/manage-contact-

points/
ZiROBENFHDER IR T

=1 ]

ax &

« Aws sns, slack, emailfZ EF-{SAHYET , S EIIE—FEETslack
o Slack: 7 U MERL. Fr 2 )LId#grafana
o 77)E#  incoming-webhook:E3RL . webhook urlZaE~R

O RLTLBABLOVWTIHAT S &

App Slack Marketplace THIS

[Q [PFUBEMELRNFIU—TRETS

A TFFUGE, BORIRE<T7UERNT 20REEHEETT. S8/ PLTIBRBETHETIET.
BoLELL

Slack FI® ALY —=LICT X2 Y 9 O TTORR x
HFLUWPTUORYE—TUI T IR TV RTIE. AlEF
BALEI-Sr b e7oR 80 b EOREEMBICHATE
£, PUAS U RISV ERBLEPIUESTL
AYAL—ILLT. §TCREALFLE S,
I-UryhETSSIATS
IRTDTT... v
test I 1 {EO 77V
EysoHorIY
L Google KFF17 AURR=IL
Gaogle B7 1 7O7 71 ILICHT %i8HF Slack ATRF
[T Goosle Calendar TURR=IL
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test -

@ BHOAA—ZEDET?

O BLTWANBIE DLTHATS £
3 # grafana B Aon—ER#TE

@®Avb—Y Do TENTE  +
aenmame = nie_stear

- grafana_folder = alert

ok TE

0o 1 FEDISI8 8 L3 20— incoming-webhook

Grafana 77 1533
&J [FIRING:1, RESOLVED:1] DatasourceNoData alert (sfilpmecyvwphca A)
““Firing™*
Value: [no value]
Labels:
- alertname = DatasourceNoData
- datasource_uid = afilpmeywvwphca
H2ERTT S

1 §RO1533 ML L2205~ Incom

5 Gratana

}Q_} Grafana 774 1543

@3 | (FIRING:3, RESOLVED:1] file_steal alert
*Firing™

value: C=1, reducer=1.7584307e+07
Labels:

- alertname = file_steal

- grafana_folder = alert

HOLERTE

5 Grafanavid1l FH®1543 5

oA 24 /85— incoming webhook
- G - e e = i
Hgrafana AD Xyt —

+oae @@ ¢

B NERS=Frud v

o Q

33



5‘? Spectrum Technology

4.9 —OEfRY—)L B3

@. Alert: traverse
* https://grafana.com/docs/grafana/latest/alerting/fundamentals/
) EXE 1_. -:.Umlu shboe
s FIELTUTZERE 3
D(FR—FRXF ¥R 50) :port scan
Q(RBET VLN DUR) Hfile steal ,
@(R#/ V7 vh) weird =T S = ;,‘

@ (FEFLE) :traverse

m = Dashboard: alert

* Traverse

e count by (id_orig_h) ( count_over_time({filname ~" *conn.log"} | json |
id_fesp_p=”"445|3389|5985|5986|135|22"[10ﬁ]))

« NVAVIZTRIERABIZ, SMB(Z7AMILEF/EEHEH), ROP(VE—FTRILYT),
WinRM(PowerShell Remoting)Z EIZ &Y . #EFENT B/ \rybhEiaE

* Dashboard>alert>major[Ztraverse,portZ &7~
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1. KEBEAFTYEDILGE

@D. EArS ARy T— EHH A
« BHINEIZztnaF B AT HEMNAIRETT,
« cloudflareflllZ 1 MR D mypage THEIBM A D EETEZET,

internet
H=EA
Internet
Cloudflare one ko2 LA S;Oidféare
Agent(V5A4T7 k) /NA

H=EB

Internet

Cloudflare
Cloudflare one ko2 JLB C_Ul_o:dféare mypage
Agent(VZAT7 k) a— /N B
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1. REAFYFDiLGR

Q. Ry —UER EHIN S
« EHM A IZzeekFEAL. EHTHEMNRIGETT,
o Grafanafll (X1 DI TEFHNAHNSDT—2EEETEET,

[#L g A: Pi5+Zeek+Alloy] —
[#L = B: Pi5+Zeek+Alloy] ——-> [F D Loki/Grafana] E 95 % okiDlocalhosth Surl~
[#L 52C: Pi5+Zeek+Alloy] —
Q. N—FOTT7DOMHEEM L
o KXk, raspberry piSTERLTLVET , ZtnaT10imEKR ., RYRT—IEHRIX. O EDD
T AT, 100MbpstFBEED FSEYIIZH IELTULVET,
 BEH L., WRIRRBMGEIZKY,. N—FOIT7ZEERL. HEEM LZENET,

o HARMIGDOSIF., ubuntuZzBELTLET . sFLLFRELEHELIZE0, BRIISH L E
ER



