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Frame control field 5
Type Sec Pnd Ack.req PAN compr PaN | Address | Address | 09 12 FC EF 0C 20 01 €D &
DATA 0 O 0 i 0x200C 00 S5 AF 04 03 00 6F 0D 00

Frame control field Sequence || Dest. Dest. || Source RS |[oo
Type Sec Pnd Ack.req PAN_comp: || number || PAN || Add Address (dBm)
om0 o 1 1 0xe2_||0x0352 || 0x0000 || O=ACEA =78 || oK

Time (us) Frame control field

=0 50 JOATA 0 0 ] 3
e

Frame control field

 —
Time st I
12

40 """ | 7ype sec tnd Ack.req AN compr

Type Sec Pnd Ack.req PAN_comp:
on [} 1 1

: —MAC
FF 0C 20 01 CD 55 AF 04 03 00 6F 0D 00 28
04 03 00 6F 0D 00 00 44 C9 93 94 4C 1B 96 hA 64

RSSI
PAN B | 75
0x0352 -78 || 0K

us) Frame control field Sequence || RSSI i Frame control field Sequence | RSS!
7 ||*e"9t e Sec Eod Ack.zeq EAN compr || number | (asm [|FCS Length (1. e Sec Pnd Ack.req PAN compr || number | sm) [ FCS
078 5 ACK 0 0 [] 0 Ox8A =44 OK ] 5 ACK 0 [1] 0 [] OxEA -44 OK
P.nbr. || Time (us) Frame control field uence || Dest. Dest. Source RSSI FCs P.nbr. || Time (us) Length Frame control field Sequence | Dest. Dest. RSSI FCs
RX +626033 Sec Pnd Ack.req FAN compr || mumber PAN Address | Address (dBm) RX +626033 Type Sec Pnd Ack.req FAN compr || mumber PAN Address | Address (dBm)
4 134111 12 0 1] ] 1 0x45 0x0352 || 0x200C || 0xOBF6 -60 OK 4 =5134111 12 (CMD L] 1] 1 1 0x45 0x0352 || 0x200C || 0x0BF6 -60 OK g
Ponbr. || Time (us) Frame control field Sequence || RSSI P.nbr. || Time (us) Frame control field Sequence | RSSI $
1768 ||“®"™ [ 1ype Sec Pna ack.req PaN_compr || number ||(asm)|FCS 1764 ||"*™™ [l1ome Sec pna ack.req PAN_compr || number | (aBm) | FCS
=5134875 5 CK o 0 ] 0 0x4s -49 oK S =5134875 5 [ ACK a a 0 [] 0x4s -49 oK 4
i
Pnbr. || Time (us) Length Frame control field Sequence || Dest. Dest. Source MAC payloa § P.nbr. | Time (us) Length Frame control field Sequence | Dest. Dest. Source MAC payload
RX | +2543 Type Sec Pnd Ack.req PAN_comp: | number || PAN [(Address |(Address |08 02 00 00 F6 0B 1E 59 28 1E 04 BX || +2548 Type Sec EBnd hck.req BAN_comp: || number || PAN [|Address ( Address |(08 02 00 00 F6 0B 1E S9 28 1E 04 02 00 05 00 12 21 00 A8 52
[ =5137424 50 DATA O 0 1 1 0x46 0x0352 || 0x200C || 0xOBF6 ||DO 00 FC 66 CO D2 75 B6 1. '] 6 =5137424 50 DATA_ 0O '] 1 1 0x46 0x0352 || 0x200C || 0x0BF6 ||DO 00 FC 66 CO D2 7S B6 13 6A 30 BS Cé C6 6B 8D S5 10 S7
Punbr. || Time (us) Length Frame control field Sequence || RSSI FCS P.nbr. || Time (us Length Frame control field Sequence | RSS! FCS !
= +1985 Type Sec Pnd Ack.req PAN_compr | number | (aBm) X 41985 Type Sec Pnd Ack.req PAN_compr || number | (aBm) |
1 =5139409 5 ACK 1] 0 a 0 0x46 -49 oK 7 =5139409 ] ACK 0 a 0 a Oxdé -49 OK | ]
Frame control field Sequence || Dest. Dest. || Source || wu:J Pbr. || Time (us) [ oo Frame control field Sequence || Dest. Dest. || Source |[ MAC payload ni
Type Sec Pnd Ack.req PAN compr || number || PAN [(Address |{Address |08 1A 00 00 Fe 0B iE D3 01 00 52 BX || +s067 Type Sec End hck.req BAN compr || number | PAN [|Address (| Address |(08 1A 00 00 Fé 0B 1E D9 01 00 52 83 00 A& 52 DO 05 00 12 21 00 A8 52 9
DATR O ] 1 1 OXEC 0x0352 || 0x0000 || 0x200C ||DO 28 26 29 S7 00 55 AF 04 03 00 & ] =5144476 57 DATA 0 '] 1 1 OxEC 0x0352 || 0x0000 | 0x200C ||DO 28 26 29 57 00 S5 AF 04 03 00 6F OD 00 00 47 12 A9 26 6C 61 98 7A
nbr. Fi nbr. L Fi
[t e i) Framo comwortels____|[2eauenea][ 224 lecs | e ] Feemo comrol ol seavance [ 5261 cs
>
Capturing device Flado Configuration | Select fields | Packet detals | Address book | Display fiker | Time line | Captusing device | Fadio Configlgon  Select fieids | Palllet details | Address book | Display fter | Time line |
[ 1MAC Header I Hetwork Laver I coication Laver [ Footer
Time stamp us verframe spec. Frame payioad PR s Frame Cir feld [PY
Length byte GTS fiekds. C Encrypted payloaq )
Frame control field Pending addresses Aps
‘Sequence number Beacon payload Aps
Dest. PAN id Encrypied payioa Ap:
Dest address
Source PAN d v v ]
Time stamp: [Microseconds v | Payload format: [Bytes v| Selected Felds: &l 1/RSSI [Show RSSI )
Packet count: 24 Error count: 0 Filter off RF device: CC2531 | Channek: 20[0x14] | Packet broadcast OFF Packet count: 116 Error count: 1 Filter off RF device: CC2531 | Cha =t broadcast OFF
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File Settings Help
DaWolr w3 S| [Fgses 007/R0

ERLT. PRFLAD—ENTRICRTSNET,

—
panbr: [ Time ws) [ 0 Frame control field Sequence Dest. | Source Frame control field Sequence | Dest. | Dest. MAC
RX +0 Type Sec Pnd Ack. xeq PAN_ number Address | Address Type Sec Pnd Ack.req PAN_compr | number PAN | Address 55 AF 04 03 00 6F 0D 00 2
1 —0 50 foata 0 0 1 0xe8 | oxo3s2 || oxrrer | oxz00c DATA 0 00 1 0x£E | 0x0352 | OxEEFE 00 00 44 C9 33 94
e B Frame control field Dest Frame control field Sequence || Dest. || Dest
M I Type Sec Pnd Ack.req PAN_compr || number || pa Type Sec Pnd Ack.req PAN compr | number | PAN | Address
12 |oo o o 1 1 xga 0352 D o o 1 1 ox2a__||ox0352 || ox0000
19 |[ | engen Frame control field Sequence || RSSI Frame control field Sequence | RSSI |
i [“"™ | 7ype Sec Bnd Ack.req PAN_compr || number ||tBm) +inr Type Sec Pnd hck.req PAN compr | number (|(dBm)
el x5 ¢ 5 o | =t | o =4508078 " Ax 0 0 o o oxth || -44 || OK
Ponbr. |[ Time (us) Frame control field Sequence | Dest. | Dest. Ponbr. || Time (us) ||, ot Frame conteol field _ Seauence “"L FCS
B || +626033 || “*"" |1 Type Sec #na Ack.req PAN_compz | mumber | PAN ||Address [|Address R || +626033 Type Sec fnd hek.req PAN compe || numbor Aﬂﬂlau Am- s
7 | S = B T 1 3 = s |=s1san| 12 fom o x| e | e oK
= Frame cantrol fieid Sequence || RSSI
F fi Length Fcs
Time (51 || Lengtn pe sec ';I"': conaa "i‘;m Ty (i oMt [ ype Sec Pnd Ack.req PAN _gorp | number_| (aom)
Saoe IFE Ack.red T SoEP s -513‘815 5 Jax o o o oxd5 || -43 || oK
N [Pt | Time (wa rame control field Sequence || Dest. || Dest || Source | MAC payload
Panb || Time (us) |, o ey, Erarme comtrol ekl Sequence | Iast| NS U | NSomES Lo || 42548 wongt | Tips Sc Pia Ack.req PN Gompe | rumber |_PAN | Akiwes | Acurmes | (BNEESUONOREENIE ENSS o8 4 GH R GENGE OO S D
L Type Sec Pnd Ack.req PAN compr [ number || PAN [{Address ||Addreas ((RRSESERSSREEE TS Rl | 6 ||-s15742¢| S0 |l o 1 ox46 | 0x0352 || 0x200¢ || 0x0BFG ||D0 00 FC 66 €0 D2 75 B6 13 Gh 30 BS C6 C6 6B 8D 55 10
6 ||=s13742a] s0 [jma1a o 1 ox46 || 0x0352 || oxz00c || ox05Fé |[D0 00 FC 66 CO D2 75 B6 13 6a 30 BS Jls
— ri,Time Gum | Frame cantrol field Sequence || RSSI ][
Length J 53 90 | pe Sec End Ack.zeq BAN_corpr || number ||(dBm)
Type Sec Pnd Ack.req PAN compr | number = B o o onis || -4s | ox
5 |acx o o0xd6 -
Pibr. | Time (us) ][ ooin Frame control field Sequence |[ Dest. | Dest. || Source WAC
Punbr: | [ Time (us) |, Frame control field Sequence payioad M mx || +5067 Type Sec Pud Ack.req PAN compr || number || PAN ||Address | Address |08 1A 00 60 F6 0B 1E D3 01 00 52 €3 00 AB 52 DO 05 00 12 21 00 A8 52
BX | +5067 9t |7 pe Sec Pnd Ack.req PAN compr | mumber 8 ||l=s1as476| 57 |aTa 0 o 1 1 oxEC_ || ox0352 || 0x0000 || 0x200C ||D0 28 26 29 57 00 55 AF 04 03 00 6F OD 00 00 47 12 A9 26 6C 61 98 72O
2 ||=st4a476| 57 a2 o 1 OxEC
P.nhr.”'hme(ul) "L " Frame control field Sequence |[ RSSI [ o
‘P,n:r,”‘rm(n.]”l_a"mnl Frame control field Sequem:el RSSI ”chl ( BN =mn Boo ¥od Rol oo o= smmber ot

nermbar

ey

Capturing device | Fiadio Configuration | Select fislds | Packet gl Address book fiter | Tene lne |

+

| -~
Node name M i | Short address IEEE extended address

Add

Renove [ o]

¥ Autoregister

Move UP
Mave DOWN

Autoregitered 0 [ 02000 CRFEFFFEFFFEERFEE
Autoregistered | 041352 00000 CxFFFFFFFFFFFFFFFF
linfol Packet nbr. | Time stamp | Length| Packet data s bo] ok il i g
o e Auloregistered 3 041352 HIEFE CHFFFFFFFFFFFFFFFE
| 03 | 01 00 00 00 | DO 15 66 O1 00 00 00 00 | 33 00 | 32 41 88 EB 52 03 FF FF 0C 20 09 12 FC FF OC 20 01 CD 55 AF 04 03 00 6 Autoregitered & 01352 05285 CeFFFFFFFFFFFFFFFF
--- Auviegsieed 01352 OFE7A CxFFFFFFFFFFFFFFFF

<

Pack 264 Error count: 1 Filter off RF device: CC2531

Packet count: 180

Channek: 20 [0x14]

Packet broadcast OFF

Error count 1 Filter off RF device: CC2531 Channel: 20 [0x14] Packet broadcast OFF y. i
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File Settings Help

DaWm e v G| 3 S [Fgbee 00 ol g3

Ab
v “ | |ZigBee 2007/FRO ~|
Time (us) Frame control field Sequence P.nbr. Tlmems) Frame control field Sequence
+6009543 Type Sec Pnd Ack.reg PAN compr | number = Length - e =ec End Ack.req BAN compr | number
126714400 om0 0 1 1 0x77 e o 1 0x30
Fnhr . Tima el Frama conirol field Sequence

Sequence
Ack

DulL réssn | Frame =
g PAN_compr | number Sec bna hok.zeq SN corpe || mumber ||im)
1-=a 1 1 0x78 UxUJSZ “. B R
— = &ﬂli\’!‘f(f@? X
P.ﬂhr. 1 1 control field Sequence || Dest. Dest. “ame control field
RX Rok-req PN compr pe] | | oo .. End Ack.zeq AN = m~ 00 22 52 D0
o 129 | 1 0x78_||ex0352 | ox0000 || xacen b2 0 o ST [ suvey | =g BE D7 32 27

i .

Pabr. | Time (us) Longth Frame control field Sequence || Dest. Dest. RSSI P.nbr. || Time (us) Length Frame control {

RX | +1271433 Type Sec Pnd Ack.req PAN :m:p' number PAN Address Aﬂdmll (dBm) RX +2079 Type Sec Pnd Ack.red

202 ||-158350880 12 Jom o o 1 0x0352 || 0x0000 || 0xFETA 0 Ll =4687 pEmjacx 0 0 0 249 PIER

Eanbr. |[Time (us) Frame control field

Pinbr. || Time (us) Frame control field Sequence || Dest. || Dest Length

RX | 5291923 | Lo Type Sec Pnd Ack.req BAN_compr || number || PAN | Address Andmu Rsﬁ ;503”2':'7 ;&ﬁ “:C Ihod Ack.req PAN - : i: :;: gg
Al 217 f|-168785006( 12 Jom o o 1 1 0x7E__||0x0352 | 0x0000 || OxACEA — = FAgrT
i

Pnbr. nme lul)

Length
5

RX

vpe Sec Pnd Ack.reg =
[

ack 0 o ]

Frame control { test0205_cc2538 test0205_smartt... test0206 xbee_... test0209_smartt...
T
-122 15

717
- || Time (us) Frame control field

(
F
Punbr.
B || +aa6as || "2 |l 1ype sec Ena Ack.req PAN @ . 00 6F 0D 00
7 | =sezer || sz Jloam o o ps 6253 74
| H

Punbr. |[Time (us) Frame control {
Bx || +2080 ||"*™™lrype Sec Pnd Ack.res @ L
8 |l -sson | 5 flacxk o o o ’

F9b3-2 1es10210_cc1310  test0223_brpft

’inbv. "Tm {us) ” s " Frame control field
k .

Capiusing device | Rladio Corfigusiion | Select fields | Packe! det

Fiekd Name: Tempiate: THVENY I - o)
Filte

Capluring device | Radho Configuration | Select fields | Packet details | Adcress ook Dist

Y = [ =] [FoFe{Type=DATA. Sec-0NER=: FPANDRET:  [Packet Sniffer Filter data base (*pf) - $uvbh
[Laimssi ENED irst | and | W[ Fiter condtion

Fiter cordtion [FCF={Type-DATA. Sec-UINBR=xIE

[Rsi=70 Add

Remove| Al

Apoly fiter
Tum ot e |

Tuan o fiter |

q
1
1 E Packet count: 958 Error count 9 Filter off RF device: (C2531 Channel: 20 [0x14] | Packet broadcast OFF

I} Packet count: 958 Ermor count: 9 Q) Filtered packet ca| RF device: CC2531 | Channet; 20(0x14] | Packet broadcast OFF _i 5
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AR
« BALTZGA BT EE

M R=T77—EFHDORE
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==
RJL

DIEEZEIRTE File>Save.

EHFile>Load T

LA TRRLFET,

o

= 3 y Y
DaWlolr &l 3 & [Zighee 2007/R0_~ 03 O b 0§y 3 & | [ZigBee 2007PRO ~
Pabr. || Time (us) |, 0, Frame control field Sequence || Dest. Dest. | Source |[ MAC payload gL 1"fﬂ=_t'l=)|u,,,,,,ﬂ Frame control field d
RX +87768 Type Sec Pnd Ack.req EAN compr || number || PAN |lAddress ||Address |08 12 FC EF 00 00 1D 2F 01 00 52 83 00 AS RX Type Sec Pnd Ack.req PAN_compr I
170 ll<1a2ansnenll 51 |oata 0 0 [ 1 oxéa |l0x0352 || oxFFFF || ox200C ||00 55 AF 04 03 00 6F 0D 00 00 35 BS 65 60 1 ] - - v
Frame control field Sequence || RsSI K
Pt Frame control field sequence || Dest. Dest. Source MAC payload . FCS Il
RY Lenom Type Sec Pnd Ack.req PAN_compr || number || PAN | Address | Address ||03 12 FC FF 00 00 1E 2F 01 00 52 83 00 A8 . ype Sec Pnd Ack.req FﬁN_fumpx "T.?f' (W,T' . I
17 51 |oata o o 0 ] ox11 ||ox03sz || oxerer || 0x0000 |[01 01 00 52 83 00 A8 52 DO 00 A2 31 EB E1 ACK 0 0 “ B EMEHYTES
Pt [ Frame control fieid Sequence || Dest || Dest | Source || MACpayiosd M| P70e s e i engin | Frame fontral e
R Type Sec Pnd Ack.req EAN compr | number || PAN | Address || Address [ 08 01 00 52 83 00 A8 = *zsne = m"]": . 2 l“’ FETIERN: [ survey z{ = @ cf B~ )
172 ||=142725467] 51 |loata o o 0 1 0x€8 _||0x0352 || oxEFEF || ox200C 00 00 70 3E 06 15§ e
P || Time (us) |\ cpoen Frame control field Sequence |[ Dest. || Dest || Source MAC payload an‘;" "1';'5_(,';" Lengn| SE:";;T;:E";: =+
RX || +236654 Type Sec Pnd Ack.req PAN _compr || number || PAN ||Address ||Address (|08 12 FC FF 00 00 1E 2F 01 00 52 83 00 A8 ol e s B 5 I
173 |(=142052121| 51 |oata 0 o 0 1 0x12 |[0x0352 || 0xEFFF || 0x0000 |[01 01 00 52 83 00 A8 52 DO 00 Bl C8 B3 F2 — - - 9199 FIER
= = ime (s)][, Frame control fieid L
Pabr. [ Time (us) || opon Frame control field Sequence || Dest. Dest. | Source || s  MAC payload +5320 ngth | pe Sec Pnd Ack.req PAN - 35 8C 00 A2 52
+65136 Type Sec Pnd Ack.req PAN_compr | number || PAN | Address ||Address (08 12 FC FF 00 00 1D 2F 01 00 52 83 00 Sl s I = o s EE ni
174 |(-143007257]| 51 fpata 0 o 0 ¥ ozeéc _||0x03sz || oxEFEF || oxz00c |[00 55 AF 04 03 00 6F oD 00 00 37 70 13 FagrT
Panbr. | Time (us) Frame control { - 1e510205_cc2538 test0205 smartt.. test0206 xbee._.. test0209_smartt..
Pabr. | Time ws) |, ooy, Frame control fieid sequence || Dest. || Dest. || Source MAC payload RX 2209 || ®™" [lrype sec Pna Ack.res [ = SRR =
RX | +278333 Type Sec End Ack.req AN _compr | number || PAN 12 FC FF 00 00 1E 2F 01 00 52 83 00 6 |l =2az16 |5 Jacxk o o 0 o]
175 |[=14329s550|| 51 |loata o o 0 1 ox13 | 0x03s2 || oxEFER A8 52 DO 00 OC 15 ES = 73
— Time (5] ||y ngen Frame contral field L
Panbr. | Time (us) [\ onotn Frame control field Sequence || Dest. || Dest || Source == +44645 Type Sec Pnd Ack.req PAN [ ] . 00 6F 0D 00 it
RX || +1448571 Type Sec Pnd Ack.req PAN compr | number | PAN | lAddress [ Address =s6861 || s3 |lmta 0 o 1 1 62 53 1 L
176 |(=144745161] 12 flo® o o 1 1 Ox7h__|[0x0352 || 0x0000 || OxACER oK B I
Pnbr. |[Time (sl o oo Frame control f 5 E
T T Frame control field Sequence RX 2080 ype Sec Pnd Ack.reg “ E
+768 9" | 7ype Sec Pnd Ack.req PAN compr | number g |l =sesar |5 Jlaex o o [ = s
aarassza] s Jack o o 0 a 0x7A *9h7-2 1e510210_cc1310 !
’—D.nn ”ﬂm g-u)l - || Frame control field "
Pbr. | Time s [, Frame control field Sequence g e r
e L ) fa 1a e TE am an ar e e aw as a3 A - > i
<
-]

Capturing device | Radio Configuration | Select fields | Packet details | Address book | Dis

Capiuing device | Radio Configuration | Select fields | Packet det

io-registered 1
uta-registered 2
io-regstered 3
to-registered 4

N zsiocd

Fiekd Name: Templle: IPNENE: ftestozza &7
. = g || [NekEroodsastRadus 7] [FOFType-DATA. Sec-OINBRS TP AMORRT:  [PacketSnifer Data s (s e
juto-registered 0 Filter condition

i |

[FEF={Type=DATA. Seo=0l NER=1E

—__ |
Remove | Al
Ao fiter

Fiter management

r— Add
Remave
o |

[if

Merge

Error count: 9 Filter off RF device: CC2531 Packet broadcast OFF

Packet count: 958 Error count: 9 | Filter off RF device: CC2531 Channel: 20 [0x14]

Channel: 20 [0x14]

Packet broadcast OFF
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